The Lock XP installation White Paper # 10002
Installing The Lock XP on an Non-Domain user network.

1) Select a server to install The Lock XP Security Manager Server (SMS) on. This system should
be a Windows NT, 2000, XP or 2003 computer. In our example, the install is completed on a
Windows 2003 Server system, but the same procedure applies to any OS for this configuration.
The computer name is \WWMROBWS2003. It is a stand along computer, but stores files for the
Workgroup MSHome. This system is NOT a Domain Controller. I will be logging into local
workstations, and mapping drives on that workstation to shared folders on the VMROBWS2003

Server.
2) On the SMS system Create a folder called C:\Program Files\CrashCourse\Shared
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3) Share the folder on the network as “Shared”, click Permissions, then give Administrators full
control, and Everyone Read access.
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4) Run the install for The Lock XP Security Manager Server (SMS) on the Windows
NT/2000/XP/2003 system.
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5) You will be prompted to view the Quick Start Guide.

6) Atthe SMS Configuration Utility, check the option to Load Security Manager as a service.
Next, click the folder icon under the Primary Cloned Image Folder (Zone 1) and set it to
C:\Program Files\CrashCourse\Shared\Images\Zone1\ (you will need to create the Images folder,
as well as the Zonel folder)
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7) Click the Edit Zone Information button.

8) Highlight the entry for Zonel, and click Edit

9) On the Zone Configuration dialog, add the UNC path to the zone folder for Zone 1. You must
add the UNC path, otherwise remote non-administrator users will not be able to install The Lock
from their logon script.
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10) Click the Add button to add a new Zone. In this example, I have added a Zone 21.
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You may add as many different zones as you want for your particular network environment and
security needs. For example, I keep all my Windows 95 network machines, as well as my
Windows Server 2003 install in Zone 1. I put my Windows XP machines in Zone 21, and my
Windows 98, ME and 2000 machines in Zone 20.



11) NOTE: The following step is only needed if The Lock XP will be installed on client machines
by users who are NOT Administrators on that machine. If an Administrator will be installing
The Lock XP on each workstation, skip this step. Click the Install Account button to create a
remote install user for installing The Lock XP on remote systems where the users do not have
Administrator rights on the machine. Remote installs in this white paper are done using the
NetLock utility. Add a user name, domain, and password for an account that exists on each
workstation connecting to this AdHock server with Administrator rights for performing the
remote installations. The Domain will default in as the local system name, but should be
changed to a * for using the workstation name of the remote machine. In the example below, I
am performing remote installs using an account call RINSTALL, on the users target system.

Remote Install Account Information

Thiz account will be uzed o remaotely inztall The Lock =P on wWindows
MWTA2000=PA2003 systems for uzers who are not Administrators, and would not
have zufficient access rights ta install programs.

The uzer account that iz created here should be a domain uzer, and will be made
part of the Adminiztrators users group, az well az the Domain Admin's user group.

For thiz process to work, a utility call S anur iz uzed to run the remote ingtallation wbiliby
under the above users context when the remaote uzer logs into their zystem.

Sanur iz hat included with the SkS. but may be downloaded and unziped ta the SHS
folder by clicking thiz link:

Click here to download Sanur from CrashCourze S aftware

Remate [nztall Lzer Name Femate [nztall Lzer's Domain
[RINSTALL 8

Remaote Install Pazsward

Ixxxxxxxxxxx

Yerfy Remote Install Fassword

Ixxxxxxxxxx>1

o COF X Cancel |




12) The Lock XP can easily be installed on remote computers by running the NetLock command
from a cloned image folder. The only issue with this process is that to install on a Windows NT
based machine (Windows NT, 2000, XP and 2003) the user running the NetLock process must
have Administrator rights on the computer. There is where a freeware utility is used. The
SANUR.EXE utility is used, in conjunction with the RunAs command to start the NetLock
process as a user with Administrator rights, no matter who is physically logging into the
machine. The SANUR user is the Remote Install User configured in the dialog above. To
download the SANUR.ZIP utility, double click the “Click here to download Sanur from
CrashCourse Software” text. You will be prompted to save the downloaded file. Save the file to
the SMS folder (C:\Program Files\CrashCourse\Lock2ksm), and unzip it’s contents in the same
folder.

YWhen you are finished downloading the file SANUR . ZIP, please unzip the files and zave
them to pour SkS folder.

The SMS folder will look like this once everything is installed and Sanur is downloaded and
uncompressed.
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13) Click OK on the Remote Install Account Information dialog, and you will get a message that
states “Selected user has been configured” if the user was successfully created. At this point, if
you must ensure that the newly created user exists on each workstation on the network, and they
also belong to the Administrators group on the workstation.

14) Click OK on the Cloned Install Image Folders dialog to save the changes.



15) Next, select the Network tab in the SMS Configuration Utility to set the Web interface user and
password, as well as the Client-Server Data Communications information (used with one of the
ways The Lock pushes remote images to client machines.)

Zi#* 5M5 Configuration Utility
File Optionz Help

General | Passwords  Metwork |Advanced|

—Remate Web Interface

The Lock’s Secunty Manager can be configured to allow
the administrator to connect to the Securty Manager via
a weh browser for monitoring and administration of
remote Lock clients.

To connect to the Web Interface. open a browser
window and enter
http: //<your serverip: 26704/ index. html

[ Enable #eb Interface
Wehb interface uzer name YWeb interface password
IADMINISTHATDH i Set |

—Client-Server Data Communication

The Lock will use FTP as it's primary transfer protocol for
any zettings or cloned image updates. The Security
Manager and The Lock will use the pazswords below
when making any transfer connechions.

Uzer Mame Pazzwaord
[FTPUSER [ Set

[T Passive FTP comminication [PA5Y)

Set these user names and passwords to what ever you like. The default user name for the
Remote Web Interface is ADMINISTRATOR, the default user name and password for
Communications is FTPUSER and ftppass. It is recommended by CrashCourse software that
you at least change the communications password from it’s default.

16) Click the Close button. You will be prompted to save changes, select the Yes button.

17) Your installation and configuration of The Lock XP Security Manager Server is now complete.



The following section outlines a default installation for The Lock XP

1) On the same machine that is running SMS (\\WWMROBWS2003, in this white paper), install The
Lock XP. This process is for a system with out The Lock XP already installed, but will also
work if The Lock XP is already installed.

Installing The Lock XP

=5 Bk | == Mewt

2) You will be prompted to view the Quick Start Guide.

3) You will be prompted to change the Master Administrator password. You may set the Master
Administrator password to any text that you would like. The Master Administrator user name is
ADMINISTRATOR. You should write your Master Password in a safe location, as it is needed
to uninstall The Lock, as well as gaining access to other users Lock Sessions. This password can
be the same as, but is usually going to be different than the ADMINISTRATORS Windows
password.

Dialog

Mo Master Adminiztrator account exists, one will be created now. Thiz account will be
needed ta uninztall The Lock %P, and to access the system in Safe Mode.

Uszer Configuration

Thiz uzer iz the Mazter Adminiztrator
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Type a new Mazster Adminiztrator password
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4) Once the Master Administrator password has been configured, you will be prompted to run the
Configuration Setup wizard. This is a wizard that will step through the basic system
configuration settings for The Lock XP. This tutorial will not use this wizard, but will configure
the security settings manually.

5) The next wizard allows you to create users, and configure security groups. This tutorial will not
use this wizard, but will configure the security settings manually.

6) Basic System and Lock Startup security options will be configured first. Select the System
Security tab. If you wish to have more detail about each setting, simply highlight the setting, and
the text to the right will provide a description.

Il zer Configuration  System Configuration ]

= Startup Used to configure security for the system before \wWindows

loads. Check these options in order to IDal_:I Icna_d The Lock
¥ Enahble System Startup Security #P an guztem startup. Uncheck theze optionz in order ta

dizable The Lock =P on system startup.
¥ Enable The Lock when Windows loads
B W Enable Windows Login Integration

em Startup Optionz

[T Detect windows password tampering
B The Lock Startup Options
¥ Enable auto-locking when Windows starts

* Enable forced Windows uzer logine

[~ Enable logon user message
The settings above will provide a high level of security.
7) The next section controls how the program interacts with the system.

IUser Configuration  Swstem Configuration ]

Startup o

Uzed to configure how The Lock secures the desktop, and
=R ocking the way The Lock appears while the system iz secured.

B Locking Optionz
¥ Enable automatic system lock when idle
¥ Enable locking on system Fesume
¥ Enable hotkey to secure system
[+ Enable account lockout
B Dialog Options
B Dialog Pozition
" Display dialog at upper left comer of the scre
" Display dialog at a random screen location
* Dizplay dialog at the center of the screen
Dialog Style
[ Hide pazsword dialog after 30 zeconds
[+ Display Logout button on paszward dialog




8) The next diagram specifies that The Lock will validate passwords against an SMS Server (in this
case, our Windows Server 2003 WWMROBWS2003 server). The Lock will also cache the users
network password locally, so they will still have access should the network server be off line.
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B Metwork

[¥ Enable local caching of network passwords

Use Local Windows password
Usze The Lock's pazsword

Use Windows Server password

[T Enable network requests to time out

[T Enable account lockout rmessage

[T Enable settings update on startup

[T Enable Netwaork Group Synchionization
B System

[¥ Enable spstem Shell security

[ Enable securing of system files

[T Enable enhanced systern tray Lock icon
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Check, for updates every three days
= Logging

[# Enable user logging

[T Enable program audit logging

Al

|Iser names and passwords may be validated against a
Security Manaager Server running on a connected netwiork,
The Security Manager Server can wn on either a Windows
MTA2KP or awindows 94 system. Using thiz option
requirez that TCP/IP be configured and operational on both
the server and the client systems. The zelected zerver iz
identified by itz P address and communication port.

Setting specific options;
Secunty Manager [P

|vMHDBwsznu3

Port Zone

I %Testl

[~ Ping Security Manager Server to verify on-line status
v Automatic Client Updates

¥ Keep Personal Settings

Client-Server data Comminication
Uzer Mame Pazzwiord

|FTPUSER  —

Set

[~ Passive FTP comminication [PA5Y]
[~ Use TCF instead of FTF for Server-Client data

9) Other system settings, as well as user logging (for auditing and user monitoring) are configured

wihen thiz option iz zelected, The Lock will zecure common
policy settings zuch [Fun, Find, Control Panel, etc.), rather
than having indows contral them.  Thiz option allows the
Administrator to access secured items when they loginto a
uzers account.




10) This diagram specifies if and how The Lock XP will communicate with the SMS server itself.
The SMS Server IP address is configured, as well as the systems security Zone. In this case, the
installation is specified as Zone 1. The configuration also calls for the user logs to be stored on
the SMS system, as well as locally on the remote system running The Lock XP. The username
and password in the Server-Client data Communications section must be the same as the
username and password configured in the SMS (section 14, above.) The advanced options that
are set below provide the highest level of security for The Lock.

Startup Uszer'z, their Lock settingz and secunty profiles, may be

Locking managed from a remate location. While connected, the
lozal syztem iz updated automatically upon uzer logon and

(3]

& P d U z
i as.swcnr : information can be gathered about the users system by the
& Settings remate Security Manager.

Metwiark,

Mote: The Secunty Manager Server can run on either a
System windows MT/2KF ar a Windows Sx system. Uzing this
Logging option requires that TCPAIP be configured and operational
on bath the server and the client systems. The selected

& Manage server is identified by its IP address and communication port,

Enable Blank Administrator Passwords [T Passive FTP comminication [PASY]
Enable =P Siyle menus and controls [T Use TCP instead of FTP for S erver-Client data

¥ ¢ :
¥ Enable user logaing to Security Manager
O Advanced Securty Manager P Part Zane
1

[¥ Enable Active Security Monitar IE‘D'D'D'1 55 IEE?‘E|1 I1 A ﬂl
¥ Enable fctive Lock Fegist Key Moritor [™ Ping Security Manager Server ta verify on-line status
¥ Enable &ctive Date/Time Monitar [T Automatic Client Updates [ Keep Perzonal Settings
[¥ Enable Enhanced Windows ME Metwark Driver Client-Server data Comminication
¥ Enable Full nvalid Boot Sz PR
[T Enable Taszkbar hiding on Blank Screen IFTPUSEH I Set
r
7




11) With the system configured, we now move to configuring security groups and users. My
installation of Windows Server 2003 contains the following users and groups. Some of the users
and groups in The Lock XP will be configured with the same names and users as shown below.
Other group names will be created from scratch, and have users added to them.

i
Q File  Action View Window Help |;|i|5|
& = | | @
Q Computer Management (Local) Marne | Full Mame | Description -~
Eﬁ& System Taols 7 administratar Built-in accaunt Far adminiskering the.
g Evert Viewer Weecca BECCA The Lock ¥P user
: % Shared Folders L aiss BIFF The Lock 2P user
-8 Local Users and Groups Hierock BROCK The Lack %P user
G cany GARY The Lack %P user
[EI---mPechurmance Logs and Alerts l%Guest Built-in account For guest access ko,
E:‘ Device Manager lgILISF‘\_\.-'I\'1F‘J:)EE. o Internet Guest Account Built-in account For anonymous acce,
[_]__@ Storage QIWF\M_\?MRO. .. Launch II5 Process Account Built-in account, For Internet Informa.
[+-{2 Removable Storage Eim Jirn
L Disk Defragmenter Qiimmy jimmy
-5 Disk Management joel joel
[]--& Services and Applications IgLIS.ﬂ. LISA The Lock, P user
lgrﬂﬂ.ﬁ.ND"." MAMDY The Lock 2P user
QRINSTALL RIMSTALL The Lock ¥P Install user
me rob
QSAMHRF& SAMARA The Lock 5P user
QSANDV SAMDY The Lock 3P user
SCQLDebugger

SCQLDebugger This user account is used by the Visu, ™
DK | B

12) We will start our user configuration by pointing out that two groups already exist in The Lock
XP. First is the ADMINISTRATORS group, containing the ADMINISTRATOR user, the
second is the DEFAULT group. When it is enabled, any user that is not automatically placed
into a specified security group, will be logged into the system under the DEFAULT security
group. By default, this group is disabled.



13) The first group we will create in The Lock XP will be the BROCK GROUP. For the purposes of
this white-paper, each group will be configured with the “This groups is not restricted (or
Administrator defined)” security default. All this means is that each group will not have any
security pre-applied to it. Any security settings will have to be configured manually. Select
Options from the menu, then Groups, then New.

é The Lock Configuration Utility
File  Edit |[Options j Uity izard Help

zer Caonfige {; Users b

% Systerm: (1 Groups 1 Hew
Eg ALE

o P Set Detault Group Security ¥ Delete

DE Bl r
: #8 Refresh (F5) menii=

Import Settings

Export Zettings

M oMo
U1 ra

M Fenkbeaed Dalim,

& The Lock Configuration Utility
File  Edit ©Options Wity  Wizard  Help

Uszer Configuratian | Swstern Configuration

ol System: WMWINNTS
=M ADMINISTRATORS

. ™ ADMINISTRATOR
Lo WF DEFAULT
Group Utility X]
Enter a group name
|BHE|I:K GROUP

& This aroup iz not restricted [or Administrator defined)
" This group has Home restrictions [low restrictions)

" Thiz group has Dffice restrictions [standard restictions)
= Thiz group has Schoal restictions [High restictions]

= This group has Public restrictions [masimnum restrictions]

¥ Add a: Windows NT Server group on this computer.

x Cancel | o DK I

14) We will now have a BROCK GROUP Lock security group. We will do the same for a few other
Global Domain Groups from our NT server. LISA GROUP, and JIM GROUP.

15) Next we will create two groups from scratch. They will simply be named SECURITY 1 and
SECURITY 2.



16) Our User Configuration now looks like this:

'_- The Lock Configuration Utility
File  Edit Options  Uility Wizard Help

User Configuration | Syztem Eunfiguratianl

2 System WMWINNTS 6 Polcy | & custo | L2 Logon | £ Fike System | S4 Programs | =) Statons |
- M ADMINISTRATORS

fiq ADMINISTRATOR
W5 DEFALLT
¥. BROCK GROUP

[

Deszktop Policy

H

Start Menu Palicy

i T LISA GROUP Explorer Policy
W JIM GROUP System Palicy

&

¥ SECURITYA Metwaork, Policy

3]

Keyboard Policy

H

Pazsword Policy

[

Printer Policy

H

Session Policy

[

Logging Policy

3]

Internet Policy

| Group: SECURITY 2



17) Next, we will need to add some users. First we will add BROCK to the BROCK GROUP, and
JIM to the JIM GROUP. We will add nobody to the JOEL GROUP or the SECURITY 2 group,
and lastly we will add JOEL, JIMMY and BOB to the SECURITY 1 group. Our configuration
now looks like this:

& The Lock Configuration Utility

Fil=  Edit Options  Uilty Wizard Help

Uszer Configuratian | System Configuration

L3 Spstern: WRAWINNTS

= ADMINISTRATORS

- /5 ADMINISTRATOR
- %8 BROCK GROURP

- m BROCK

--------- #F DEFAULT
= E JIM GROUP

--------- €3 JOEL GROUP
--------- 2 LISA GROUP

[=1--Eg SECURITY 1

--------- €2 SECURITY 2

|E Uzers in 8 Groups

18) Now, when BROCK logs into the windows computer, he will be logged into The Lock’s
BROCK GROUP security group. The same for JIM, and JIMMY. BOB will not be able to log

into the system since he does not have a logon on this Windows system (see the user list in item
11 above).



19) It should be noted that with the configuration above, JOEL will be logged into The Lock’s
SECURITY 1 security group, and not the JOEL GROUP, even though there is a security group
named JOEL in The Lock XP. He will be logged into the SECURITY 1 security group because
his is specifically configured there.

20) With user configuration finished, select File, then Exit.

21) You will be prompted to enter Registration Information. Enter it here, if available.

22) Next prompt asks if you would like to load The Lock XP each time Windows loads, the correct
answer here is Yes.

23) The next prompt asks if you would like The Lock XP to automatically lock itself once a user logs
into the system, and Explorer has loaded. This is a personal preference, but if you have it
enabled, your users will have to type their passwords into Windows first, then into The Lock
before they will have access to the desktop.

24) Next prompt is to create an Administrator key disk. This is highly recommended as it could be
the only way to access the system in Administrator mode if the Master Administrator password
is forgotten, and no other Administrator users are configured.

25) Next prompt is to reboot. Select Yes.



The next short section shows how to create the cloned image.

1)

2)
3)

4)

6)
7

Log into the Windows 2003 server under the Administrator account. Open The Lock
Configuration Utility by right clicking the padlock icon, selecting Settings, then Configuration
Utility.

In the Configuration Utility, select File, export, then “Cloned Installation Image”

Press the Browse button, and browse to the Image folder named Zone 1. The dialog will appear
like this:

e e N |

_ Thiz utility will create a cloned image for this installation of The Lack #F. The claned
- image can be uzed by The Lock XP Security Manager to automatically update other
1 Lock =P clients with the latest configuration zettings.

Thiz cloned image can alzo be uzed to duplicate thiz install on another system by
unning the cloned image installer [NETLOCK.EXE SCRIPT] either directly or in a
uzers login script.

To create a new cloned image of The Lock P, press the Clone button. To update
only The Lock *P options and settings [including User information and zecurity) on the
cloned image, prezs the Settings button,

Save the cloned image to the following path, [MOTE: all files in the destination folder
will be removed before a new cloned image iz created)

C:\Program Files\CrashCoursetShared\ mages\Zongl EI

H setiings | Clate: | o OF |

Press the Clone button, and press OK on the prompt dialog.

After the Cloned image is successfully created, press the OK button to close the Clone Utility.
Select File, then Exit to close the Configuration Utility

If an administrator will be installing The Lock XP, skip to the next section. Next, create a file in
the C:\Program Files\CrashCourse\Shared\ folder called NLZONE1.BAT, and give it the
following contents:

P nlzonel.bat - Notepad

Becho off

echo Init Install Zone 1

net use y: “WMROBWSZO003%Shared

vinImageshZonelwNetlock. exe SCRIPT "“MWWMROBWSZ003MsharedyImages»Zonel™"

P nlzone20.bat - Notepad

Becho off

echo Init Install zone Z0

net use y: “WMROBWSZO003%Shared

yinImageshZone2hWet lock. exe SCRIPT "WWHMROBWSZ003%SharedyImageshZaonez "

gcho Init Install Zone Z1
net use y: WhWWMROBWSZ003%Shared
i ImageshZone2lhvnet Tock . exe SCRIPT "wWhWMROBwWSZ003%SharedyImageshzonezl™,"”

These files will be used to install The Lock XP on remote systems when the user is not an
Administrator user.



Installing The Lock XP on remote computers using a the NetLock utility.
Here is the point of this entire white paper.

1) To install The Lock XP on any remote systems, logged in as a user with Administrative rights,
open a RUN prompt and launch NetLock.exe from the servers shared folder. In the case of this
example, you would type:

WMROBWS2003\Shared\Images\Zone I \netlock.exe

2) To install The Lock XP on any remote systems, logged in as a user with-out Administrative
rights, open a RUN prompt and launch NetLock.exe from the servers shared folder. In the case
of this example, you would type:

\\WMROBWS2003\Shared\nlzone1.bat

3) After The Lock is installed, the user will be prompted that the machine is about to restart.

4) Upon restart, The Lock XP will be installed and running on the users machine.

5) With The Lock XP now running, I open the Configuration Utility, select the System
Configuration tab, expand Settings, then Manage, and I highlight the Enable Security Manager
entry. I now change my Zone to 21.

@ The Lock Configuration Utility EHE El
Fie Edt Options Lty “wizad Help
Uzer Configurabion Syetem Configuration |

8 Starhup ) - User's. their Lock s=ttings and security profiles, may be
B Syslem Starlup Options managed from & remate location ‘while connected, he
; local system ke updated automatically upon uses lbgon and
¥l Enizble System Staiup Securiy irformation can be gathered about the wsers spstem by the
[¥ Enable The Lock when Windows loads remote Security Manager,

v Enableind i Inkegrabon
B i " -cwus Logn Integra . Maote: The Securily Manager Server can un on either a
R Detect windows password tampering Windoves MT/2KAP or a Windaws % system, Using thiz
B The Lack Stastup Options aption requires that TCP/P be configured and operational

. . on bolh the setver and the clent spstems. The selecled
™ Enable aulorlocking viben 'windows staits sorver is identified by itz [P address and communication port.
[v Enable forced Wirdows uses logins

[~ Enable logon user message

© Locking Secuiily Manager IP Pt Zone

) Passwonds [virwsinnts [wrn [ %] HaTes

O Seltings [~ Ping Securky Manager Server to verily ondine status
B Metwork, v Automalic Client Update: [ Eeep Personal Setlings
o Syslemn Client-5Server data Commarscations
@ Logaing Uszer Mame Pazsword

1 Manage fochtp [ Set]
i L [~ Pazsive FTP commirication [PASY]

[  Enable user looging to Secuily Manager [~ Use TCP instead of FTP for Server-Clert data
M ddvane=d

cunty Manager

7 Users in 6 Groups
6) Next, I select File, then Export, then “Cloned Installation Image”.
7) Iselect Yes when prompted to save settings.



8) On the Clone Utility dialog, I change my path from “C:\Program
Files\CrashCourse\Shared\Images\Zone1” to “\VMROBWS2003\Shared\Images\Zone21”

The Lock Installation Clone Ukility il

This utility will create a cloned image for thig installation of The Lock =P. The cloned
image can be uzed by The Lock ¥P Securty Manager to automatically update other
Lock ¥P clients with the latest configuration settings.

Thiz clohed image can alzo be uzed to duplicate thiz inztall on anather spstem by
unning the cloned image installer (METLOCK.E=E SCRIPT)] either directly ar in a
uzers login zcript.

To create a new cloned image of The Lock #P, prezs the Clane button. To update
only The Lock =P optiohs and settings [including User infarmation and security] on the
cloned image, press the Settings button,

Save the cloned image to the following path. (MOTE: all files in the destination folder
will be removed before a new cloned image is created)

[\WMROBWS 20035 haredh mages Zane21s =|

I 5ettings | Clane | o OK |

9) Click the Clone button.
10) After the Clone for Zone21 is created, click the OK button, then close The Lock Configuration
Utility.

For installation onto my Windows 98 machines (or any other machines that will be in a different
security zone), use the same procedure above, but substitute Zone21 for another zone (Zone20, for
example, I use for Windows 98/ME/2000 machines).

Once all the systems are installed, you will be able to access the SMS User Manager (either locally, on
the SMS system, or via the Web Interface [in this example: http://VMROBWS2003:26704]) and control
users, as well as modify their security. If Remote Administrator, or VNC (depending on your
configuration) is installed on all the clients, you will also be able to access a remote control session from
the User Manager itself.




