The Lock installation White Paper # 11000

This white paper covers installing The Lock in artdfprise wide mixed system network. Covered items
a) Configuration of security for each Lock Securityriég all from the PDC system.
b) Deployment of remote Lock installations on cliepstems via Windows Logon scripts
c) Deployment of remote Lock installations on cliepgtems via TLNET utility (for systems not usingogdn script)

Enterprise PC information:

Servers

1 Windows 2003 Active Directory Primary Domain Cantiier
Domain Name: Test.ccstest.ccs.dom
Short Domain: TEST
Server Name: VPCWS2003

1 Novell Netware 5.0 NDS server
Server Name: CCNW5
Directory Tree: CCTR5

Workstations, broken down by department

Management
05 Windows Vista Ultimate TEST domain member syste
10 Windows XP professional TEST domain memberesgst
05 Windows 2000 professional TEST domain membstesys

Networking
05 Windows XP professional TEST domain memberesyst

Development
05 Windows Vista Business TEST domain member syste
05 Windows XP professional TEST domain memberesyst
05 Windows 2000 professional local install, netiwest systems
02 Windows 2000 professional TEST domain membstesys
01 Windows ME TEST domain member systems
01 Windows 2000 professional CCTR5 member systatas,part of the TEST domain
01 Windows 98 professional CCTR5 member systetss,mart of the TEST domain

QA
02 Windows Vista Ultimate TEST domain member syste
02 Windows Vista Business TEST domain member gsyste
02 Windows Vista Home Premium TEST domain memigstesns
10 Windows XP professional TEST domain memberesgst
02 Windows 2000 professional CCTR5 member systatas,part of the TEST domain
02 Windows 98 professional CCTR5 member systetss,mart of the TEST domain
02 Windows 2000 professional TEST domain membstesys
02 Windows ME TEST domain member systems
02 Windows 2000 local install, networked systems
02 Windows 98 local install, networked systems

Accounting (only Netware department in the entegari Authentication is still via TEST domain)
05 Windows 2000 professional CCTR5 member systaisg,part of the TEST domain
05 Windows 98 professional CCTR5 member systelss,@art of the TEST domain

Customer Support
50 Windows XP professional TEST domain memberesygst
25 Windows 2000 professional TEST domain membstesys

Public Access (employee use PC's in the break area)
05 Windows XP Home systems



Zone configuration for The Lock

Zone 01: Primary security Zone. PDC (VPCWS2003hésonly system running in this zone.

Zone 30: Zone used for all Windows 98/ME systeogging into the TEST domain

Zone 31: Zone used for all Windows XP/2000/Vistatems logging into the TEST domain

Zone 32: Zone used for all Windows 98 systemsitogginto the CCTR5 NDS tree

Zone 33: Zone used for all Windows 2000 systerggilgy into the CCTRS5 NDS tree

Zone 34: Zone used for all Windows 98 systemsilogginto the local system (not into the TEST dompain

Zone 35: Zone used for all Windows XP/2000/Vistatsms logging into the local system (not into TEST domain)
Zone 36: Zone used for all Windows XP/Vista Hompstems

Network configuration for The Lock

The PDC has a folder created on C:\ called Pufilize public folder has a folder called “TheLockhiwh contains three
subfolders called: Images, Installs and Trans¥ur setup can be different, as the C:\Public foldee is simply for example.
The Zone folders from above are all stored in th@@blic\TheLock\Images folder. The Auto Instalfides are stored under the
Transfer folder. For simplicity, | have downloadbeé latest installs (thelock.zip and thelock sip¥.from the CrashCourse
Software website, and saved them to the C:\Publlel\dck\Installs folder.

On the network, the C:\Public folder is shared iitreryone having Read access to the folder, asduth-folders, and with
Administrators having full control.

Configuration Steps for The Lock Enterprise wide dgloyment

1) Install and configure The Lock on the PDC

2) Install and configure The Lock Security Managen@e(SMS) on the PDC

3) Configure all Windows 98/ME based security zones

4) Configure all Windows XP/2000/Vista Business/Ultietabased security zones

5) Configure all Windows XP/Vista Home based securidpes

6) Configure all newly created Zones in the SMS canfigion utility

7) Export SMS auto installers for each newly createdeZ

8) Create Cloned Images

9) Maodify client logon scripts to automatically depl®fe Lock on the client system upon logon

10) Launch SMS Auto Installer on Vista Ultimate/Busistand /XP/Vista home systems to deploy The Lock

*When UAC is enabled, Windows Vista requires itlatioon by an Administrator via the SMS Auto Indalrun at the
workstation. If installation via the logon scriptpreferred, NETLOCK will launch, and the usettet remote system will be
presented with the UAC dialog stating that NETLOBKequesting Administrative access to the syst&ipon the users
selection of the Allow option, The Lock will be taied as normal.

Without UAC enabled, Windows Vista installationg @ccomplished the same way as Windows XP/200@regstia the logon
script.

In all cases, user interaction, either end uséydministrator, is only required during initial irdlation on a system that does not
already contain a Vista compatible version of TleK.



Section 1installing The Lock on the PDC system

Download and save The Lock’s ZIP file to a foldartbe PDC. As is shown in the following image gfibck.zip” has been
saved to the “C:\Public\TheLock\Installs folder. “

38 C:"Public, TheLock', Installs' thelock.zip - | EI|1|
File Edit Wiew Favorites Tools Help | -ﬂ’
DBack -~ 3 - [T | ) Search [ Folders | [& 3 X B | (-
Address I[E CriPublich TheLock! Installsthelock. zip j Go
Mame = | Type | Packed. .. | Has ... | Size | R... | Drate |i|
seclev? . dat DAT File ZKE Mo 4 KB A6%  10/21/2007 12:22 PM
setpass.dl_ oL_File Z55KE Mo SZOKE  52%  1/11/2008 6:16 PM
i Bpplication 350KE Mo 714KE 52% 5/5/2007 4:16 PM
:}setup.ini Configuration, .. 3KE Mo QKB 73%  1/11/2003 6:15 PM —
skins.pa_ P _ File 40KE Mo 5,06, 82% 319/2007 2:43 AM
smTest.dl_ DL_ File 246 KE Mo 474 KB 49%  1/11/2008 6:16 PM
smxh.dl_ OL_File S4KE Mo 97KE  45%  1/11)2008 6:15 PM |
|1 objects selected 2

Double clicking on “setup.exe” will start the inta. Default settings were selected during thstaHation.

Installing The Lock Installing The Lock

If you want to review or change any of your inztallation settings, click Back. Click Cancel
ta exit the installer.

Current Settings

Setup Type
Typical

Destination Folder:
C:A\Program FileshCrashCourse\Lock 2k

Start Menu Folder:
CrashCourse SoftwarehThe Lock

Uszer Information
Name: tbb
Company: ccs

X Cancel

<k Back | == hext |

x Cancel |

When the image on the right hand side appear ttle Install button to install The Lock on thetgys. When installation is
complete, a dialog will appear as follows:

4

\ ? ) Whauld wau like ko enable the skandard File Syskem Security Driver? (Recormmended Far maximum security

In order to enable full security on the system, yglineed to select Yes at this dialog.

Click the Finish button when the “Installation Cdete” page appears. This will start the next plad@e installation process.



Configuration of The Lock, Zone 1, on the PDC

Once setup begins, a prompt will appear that Wihayou to view the Quick Start Guide, in the cadehis white paper, this
step is not needed, so “No” is selected.

The Lock Configuration Utility will load next, arttie following dialog will be displayed:

f Dialog El:j

b ] Mo Master Administrator account exisks, one will be created now, This account will be needed to uninstall The Lock, and
,__-/ to access the swsken in Safe Mode.

The next dialog is very important, as it will cayiire The Lock’s Master Administrator password. sTpassword is needed to
access the system when booted in Safe Mode, agsviEhging into any users session, without hatarlgg them out first. It is
also used during uninstall, and must be enterearbdfhe Lock can be removed.

If you have logged into Windows with an account naimed Administrator, you will be prompted thatack User has been
created in the Administrators group with the samm@ you logged in under.

The next dialog will ask if you have configured Tiheck before, select yes.

Dialog (x

2

Hawve vou configured The Lock before?

Keep the default selections [Advanced (Custom i&g)i on “The Lock Configuration Modes” dialog, aclitk OK:

The Lock Configuration Modes [

Typical Security Configuration. Select an option that best fits your security needs.

“ single User This configuration mode is used when only one user will be lagging inko
the workstation, This user logs into The Lock's ADMINISTRATORS
security group, and has standard Adminiskrator access to the YWindows
swskern,

5 Multiple Users This configuration mode is used when multiple users will be logging into
the workstation, and standard security settings need to be applied. In
this mode, three Lock security groups are created: ADMIMNISTRATORS,
POWER LISERS, and USERS. When a user logs inko the system, their
windows security group membership is checked, IF they belong to the
Administrators group, they will be logged into The Lock's
ADMINISTRATORS security group, which has full access. IF they belang
ko the Power Users group, they are logged inko The Lock's POWER
IJSERS group, which applies security appropriate For a Power User, IF
they belong to neither Administrators or Power Users, buk belong ko the
Users group, they are logged into The Lock's USERS group, which applies
security appropriate For a skandard Windows user,

! Reset Typical Security Configuration settings to Default {warning: existing settings will be replaced),

This configuration mode is used when a custom Svstemn security
profile needs bo be applied to the workskation, or custom user
security settings need bo be applied ko multiple users in different
Lock Security groups,

Select this option to keep yvour current settings.

[ o oK l X cancel




The next dialog will ask if you would like to rurh& Lock’s Setup Configuration Wizard:

( Dialog

e

rl-? .

Wiould wou like to run The Lock's Setup Configuration Wizard now? To select a default configuration, please click ko,

-
S

No was selected, and the following dialog was digetl.

[ System Security [EC]-'

Pleaze select a default zecurity for thiz computer. T hiz initial configuration can be
further modified on the System Configuration tab of the Configuration L tilits

= Home computer. & default spstern configuration will be uzed that iz suitable for
ozt horne cormputers.

tor most corparate computers. | hese sethings are needed to meet MIBFLM,
Chapter 8, Section B, PL-1 Infarmation Spstem Securnty Beguirements.

™ Clazzroom cormputer. & default spsterm configuration will be used that is suitable
for most clagsroom and computer lab computers

' Public: computer. 2 default systern configuration will be uzed that iz suitable for
mozk kiosk and computer store dizplay computers.

I Keep the cument zustem zettings, and add the default settingz from abowve.

[ JEIK 1 IXEanceI‘

Since this system is the PDC, and only the Adnriaiist will have access to it, | have selected tharicel” button on this dialog.

The next dialog will prompt asking if you would éiko have the Security Assistant help you set pasic system configuration.
Click “No”.

The next dialog will be a prompt stating that Thexk has discovered Windows users, and would likenfort them. Select
“No” to this dialog. Finally, select No to the ‘dMld you like to create any new users now?” dialog.



Initial setup of The Lock is now complete, and whould see the following window:

Initial configuration for The Lock, on the PDC, Zione 1, is now complete. Select File, then Egitantinue.

The following prompts will now appear:

1)
2)

3)
4)

5)
6)

7

8)

Would you like to enter your registration infornmatinow? Select Yes if you have this informationselect No if you
are running the program in Demo mode.

Would you like The Lock to load each time Windowarts (recommended). Select Yes to have The Lok r
automatically each time the system is started.

Would you like The Lock to secure Safe Mode actesbe system? Select Yes for maximum security.

Once The Lock is loaded, and a user has loggesanld you like to automatically lock the systemsfulay The Lock’s
password dialog)? Setting this option will requine user to type their password for Windows, ttype their password
for The Lock before they will be able to accessWiadows Desktop. Select No here, unless you wahave to type
your password again, before access to the Desktaltoiwed.

Would you like to create an Administrator key digkw (recommended)? Click Yes here.

This option will create an emergency access kely. didace a 3.5 inch floppy disk into drive A: goéss OK. (Press
and hold Shift to create the emergency file in@hd emp\folder fro use on a CD-R, ZIP disk, or USBumb Drive
instead of a floppy.) Press and hold Shift, thigk K.

An emergency access file was successfully creatdd: @emp\Command.old”. Take this file, and mov¢oi the root of
any type of removable media.

Would you like to restart your computer before gsithe Lock (recommended)? Click Yes here.

Configuration of The Lock, Zone 1, on the PDC isvrapmplete, but you may have to manually restartstystem.



Section 2installing The Lock Security Manager Server (SMS) a the PDC system

Download and save The Lock Security Manager Sesv@lP file to a folder on the PDC. As is showrthe following image,
“thelock _sms.zip” has been saved to the “C:\PublieLock\Installs folder. “

Double clicking on “setup.exe” will start the inkta.
If The Lock is running (as it is now), you will lrompted to exit The Lock before setup can contindkck the OK

button to continue. Right click The Lock’s padtdcon, in the system tray, and select SecuritgntBxit. Type the
Master Administrator password to exit the progradauble click the “setup.exe” program again.

Default settings were selected during the instalfat After clicking “Install”, the SMS will be irtalled on the system. Once
installation is complete, press the “Finish” buttorexit the setup utility; the Security Managen&e will start automatically.

When the SMS starts, it will prompt to view the Gty Manager Quick Start Guide, select No.



The SMS will now load the Configuration Utility. oti will need to set two options on the General tab.

1) Check the option to "Load Security Manger as aisetv

The settings for the General tab now look like:this

Select the Zones tab.

In the Primary Cloned Image Folder (Zone 1) edit bdd: C:\Public\TheLock\Images\Zone01\

Select the Network tab.

Put a check mark in the “Enable Web Interface” libgn click Set for the “Web interface passwor&et this password
to what ever you like, but keep in mind, it will beed to access the SMS Web Interface.

Set your “client-Server Data Communications” useme and password. You do not need to perfornsthjs for the
SMS too work properly, but we recommend this Usanmid and Password to be changed. In this whiter papewill be
using a user name of “locftp” and a password ofplass”.

Click the Close button to exit the SMS Configuratligtility, selecting Yes to save new settings.



There is only one more step to complete beforeameconnect to the SMS from a Lock client. PressStart Menu, select All
Programs, then CrashCourse Software, then The Ithek,select the icon for The Lock.

Once The Lock is started, right click the padlomdni in the system tray, select Settings, then @andition Utility. Type the
Master Administrator password, and the Configuratitility will start.

Once the Configuration Utility has started, clickog§z on the Tip of the Day (if it appears), thelesethe System Configuration
tab.

Expand the Settings branch, then the Manage braafhlight the “Enable Security Manager” item, goldce a check mark in
the box.

In the right hand window, set the Security Mandetd “VPCWS2003” (or the name of your PDC servany click test. You
should get a message stating that a Security Marsageer has been found.

The Lock will now be able to communicate with 8i&S that was just installed.

Next, place a check box for the item “Enable usgging to Security Manager”, if you prefer to hasir user logs in a
centralized location. When you highlight the “ElaBecurity Manager” option again, your window sladdook like this:

Security Zone 1 (as shown above) is now completehfigured.



You will now save the current configuration as #ome 1 (or default) security zone by following thi®cedure:

1)
2)
3)

4)
5)
6)
7

On the Configuration Utility’'s main menu, seleclef-ithen Export, then “User and System Configurata file”.
If prompted, select Yes to save new settings.
On the save dialog, browse to C:\Public\TheLock

If it does not exist, add a new folder called Inmbg pressing the folder with the red + sign oA it. )
Name the folder Images, click off of it, then daaiblick it.

If it does not exist, add a new folder called Zahetlick off it, then double click it.

Change the save file name to netlock.cfg, thekk Siave. A dialog will appear when settings havenbsaved

You may now close the Configuration Utility; youl\be prompted to save settings, select Yes. Yay be prompted to add the
updated settings to the current cloned image, Skiec

When you are returned to Explorer, restart the ademp



Sections 3 — 5: Configuring Zone based Security
Creating Zone 30 for all Windows 98/ME systems lodgg into the TEST domain.

Zone notes This is the basic, Windows 9x/ME based Zone igumétion in this enterprise. This security zos@itimarily used
by the Development and QA departments.

Open The Lock SMS Configuration Utility by righiaking the icon in the system tray ( ) and selecting
SMS Configuration Utility:

1) If prompted, enter the Master Administrator passivor
2) Select the Zones tab
3) Click the “Edit Zone Information” button
a. On the SMS Security Zone and Cloned Image Mana§elect the Local SMS Security Zone Data Pathyentr
and set it to: C:\Public\TheLock\Images
b. Selectthe UNC SMS Security Zone Data Path entdysan it to: WPCWS2003\Public\TheLock\images
c. In the Zone information list, select Zone 01

From the menu, select SMS then “Duplicate seleStd& Security Zone”

Type a new security zone called 30, click OK.

On the SMS Security Zone Configuration dialog, set:

The local image path to: C:\Public\TheLock\Images&30\

Set the UNC path to \WPCWS2003\Public\TheLock\legigone30\

Set the Description to “Windows 98/ME Systems anTiEST domain”

Click OK

A dialog will appear asking to configure settings the new security zone. Click Yes

4) The Lock Configuration Utility will open, and cougfiration for Security Zone 30 can begin.

5) Select the “System Configuration” tab

6) Select Options, then Set default system security

7) On the system security tab, take the default ofrpGoate computer”

8) Click OK

9) Select the “Enable logon user message” under the tIock Startup Options” branch

10) In the right hand window, check the option “Userssege is automatically canceled after 20 seconds”

11) Next, Expand the Passwords branch

12) Expand the Authentication branch

13) Check the option for Use Windows Server password

14) Next, Expand the Settings branch,

15) Expand the Network branch

16) Select the “Enable Network Group Synchronizatidaivi and place a check mark in the box.

1) In the right hand window, Change the “Users in trisup are read from the group list on” drop dowfian Active
Directory Server”

17) Next, select the “Enable settings update on stagppion, and make sure it is un-checked.

18) Next, Expand the Logging branch

19) Uncheck the options for “Include Security Event lergries” and “Local audit policy”

20) Next, Expand the Manage branch

21) Select Enable Security manager

22) Verify the Zone entry is set to 30

23) Click the User Configuration tab, at the top of @enfiguration Utility

24) Select the File Menu, then Import, then Users aralif3s, then Network Server.

25) In The Lock User and Group Utility, type the naaiéhe PDC as the Server to query, or simply doabtk the edit
box to set the value automatically

26) Press the Query button, and the users and grodipsewiead from the local windows system.

~— T Se oo



27) As part of my initial PDC setup, | created custormidws groups for all enterprise departments. Epohp | created
has a leading underscore, so that they will bedisit the start of any group lists.

28) Before pressing the Import button, uncheck any gnoame that does not have a leading Underscorepefar the
Administrators group, and uncheck all user nanfagsired. Since this Zone is configured to allesers based on their
Windows Server group membership, all we need taitnig the group names themselves. Users majl bhexked or
all unchecked using the right click context menu

29) The window will now look like this:

30) Click Import

The user list in The Lock now looks like this:

31) Since the Management, Networking, Customer Suppad,Public Access departments do not run Windoxvs 9
machines, we can remove those groups from the &fgkGroup list. Since the Training department \Wimsl 98
machines log into Netware servers, we can remod thining group as well.



32) We are now left with four security groups: _DEVELKENT, _QA, ADMINISTRATORS and DEFAULT. The
DEFAULT security group is not used in this Zoned &ine ADMINISTRATORS group is only used by the
Administrator, and any users who is a primary memai¢he Windows Administrators security group.

33) We will now configure Group security for this Zone.

a. As this enterprise setup is for a corporation, egchup will have a basic minimum default group saguevel.

The exception to this rule is the _DEVELOPERS gr@asgusers in this group will need to have some

Administrative access to the system. The groufiso@iconfigured one at a time, starting with the

_DEVELOPMENT group.

Right click the DEVELOPMENT security group, andest “Set Default Group Security”.

Select the option “This group has Corporate restrs”

Click OK.

On the Policy Tab, expand the “System Policy” branc

i. Uncheck “Disable Access to Administration tools”
ii. Uncheck “Disable Registry Editor”
iii. Uncheck “Disable Task Manager”
iv. Uncheck “Disable System Properties Control Panel”
v. Uncheck “Secure Registry Run Keys”

f.  Select the File System tab

g. Remove the following entries from the File and Eol&ecurity list: ATTRIB.EXE (NA), DELTREE.EXE
(NA), EDIT.COM (NA), SUBST.EXE (NA), XCOPY.EXE (NA)and XCOPY32.EXE (NA)

h. The DEVELOPMENT security group is now configuregelect the group name (if it is not already), cele
the “Options” menu, then “Groups”, then “Export gety settings from this group”

i. Ifthe Save As dialog is not already pointing tdRTiblic\TheLock\Settings, browse there, then ctiek Save
button. The file name will default to the groupmea With this group’s settings saved, we will Iéedo re-
use them when configuring the other Security Zones.

34) We will now configure Group security for the _QAogp.

a. We will start out by setting the default securgg,right click _QA, and select “Set Default Growgxrity”.

b. Select the option “This group has Corporate retgris”

c. Click OK.

d. Our QA department only operates from 6:00am to jgn@0so time restrictions need to be added. Stiect
Times tab.

i. Highlight all times before 6:00am, right click as€lect “Deny Login”
ii. Highlight all times after 6:00pm, right click andlsct “Deny Login”

e. This group will also not have access to the Dewvaisfolder, which resides at C:\Dev on all Develeptrand

QA systems.
i. Add the C:\Dev folder as restricted by selecting flile System tab
ii. On the File and Folder Security sub-tab, clickAaiel button.
iii. Add the entry for the folder name as C:\Dev
iv. Puta mark in the No Access check box
v. Click OK

f.  The _QA security group is now configured. Selbetgroup name (if it is not already), select thgtions”
menu, then “Groups”, then “Export security settifigsn this group”

g. Ifthe Save As dialog is not already pointing t&RTiblic\TheLock\Settings, browse there, then cllek Save
button. The file name will default to the groupmea With this group’s settings saved, we will Iéedo re-
use them when configuring the other Security Zones.

35) Zone 30 is now configured. Select the File mehentExit.

36) You may be prompted to query users from an AD sesadect No.

37) You will be prompted that “Settings have been cleahhgave new settings?”, select Yes.

38) You will be prompted to “Add the updated settingshte Zone 30 cloned image”, select Yes.

39) Security Zone 30 is now configured and added td'8MS Security Zone and Cloned Image Manager”

cooo



Creating Zone 31 for all Windows 2000/XP/Vista sysims logging into the TEST domain.

Zone notes This is the basic, Windows NT based Zone cométjan in this enterprise. This security Zone edmt group
information that will allow any user in the entagerto log into their computer.

1) Create a new security zone

2) On the SMS Security Zone and Cloned Image Managézct Zone 01

3) From the menu, select SMS then “Duplicate seleStd& Security Zone”

4) Type a new security zone called 31, click OK.

5) Onthe SMS Security Zone Configuration dialog, set:

6) The local image path to: C:\Public\TheLock\Imagesi&@31\

7) Setthe UNC path to WPCWS2003\Public\TheLock\leggone31\

8) Set the Description to “Windows 2000/XP/Vista Systeon the TEST domain”

9) Click OK

10) A dialog will appear asking to configure settings the new security zone. Click Yes

11) The Lock Configuration Utility will open, and cogfiration for Security Zone 30 can begin.

12) Select the “System Configuration” tab

13) Select Options, then Set default system security

14) On the system security tab, take the default ofrf\Goate computer”

15) Click OK

16) Select the “Enable logon user message” under the tlock Startup Options” branch

17) In the right hand window, check the option “Userssage is automatically canceled after 20 seconds

18) Next, Expand the Passwords branch

19) Expand the Authentication branch

20) Check the option for Use Windows Server password

21) Next, Expand the Settings branch,

22) Expand the Network branch

23) Select the “Enable Network Group Synchronizatidafri and place a check mark in the box.

24) In the right hand window, click the drop-down liahd select “an Active Directory Server”

25) Next, Expand the Logging branch

26) Check mark the options for “Include Security Eveag entries” and “Local audit policy”

27) Next, Expand the Manage branch

28) Select Enable Security manager

29) Ensure the Zone entry is set to 31

30) Click the User Configuration tab, at the top of @@nfiguration Utility

31) Select the File Menu, then Import, then Users aral@s, then Network Server.

32) In The Lock User and Group Utility, type the naafehe PDC as the Server to query, or simply doahtk the edit
box to set the value automatically

33) Press the Query button, and the users and grouigsewiead from the local windows system.

34) Before pressing the Import button, uncheck any gnwame that does not have a leading Underscorepefar the
Administrators group, and uncheck all user nanfagsired. Since this Zone is configured to allssers based on their
Windows Server group membership, all we need tontig the group names themselves.



35) The window will now look like this:

36) Press Import to import the selected groups.

37) The user list in The Lock now looks like this:

38) Since All departments run at least one Windows Wihdows 2000, or Windows Vista system, we will leaach
group in the list.



39) We will now configure Group security for this Zone.

a.

~0ooo

As this enterprise setup is for a corporation, egrclup will have a basic minimum default group sgguevel.
The exception to this rule is the _DEVELOPERS gra@asgpusers in this group will need to have some
Administrative access to the system. The groufiso@iconfigured one at a time, starting with the
_DEVELOPMENT group.
Right click the  CUSTOMER_SUPPORT security group aelect “Set Default Group Security”.
Select the option “This group has Corporate retns”
Click OK.
Since this is an elevated restriction group, wé sét some extra security settings now.
On the Policy Tab, expand the “Desktop Policy” lmtan Check mark the following options, leaving any
existing settings as they are

i. “Disable Desktop Drag and Drop”

ii. “Lock Desktop Icons”

iii. “Disable Display Properties Control Panel”

iv. “Disable Background tab in the Display control Hane

Expand the “Start Menu Policy” branch. Check miaek following options, leaving any existing setsrags
they are
i. “Disable changing the Windows Start Menu”

ii. “Disable Settings option on the Windows Start Menu”

iii. “Disable Taskbar option on the Windows Start Menu”

Expand the “Explorer Policy” branch. Check mar& following options, leaving any existing settiragsthey
are
i. “Disable Control Panel”

ii. “Disable Windows Help”

Expand the “System Policy” branch. Check markftlewing options, leaving any existing settingsthsy
are

i. “Disable viewing of Hidden and System files in Wavds Explorer”

ii. “Disable Date/Time changes”

iii. “Disable installing Programs”

Expand the “Network Policy” branch. Check mark tbikowing options, leaving any existing settingsthey
are

i. “Disable Network Properties Control Panel”

ii. “Disable Add/Remove Network share button”

iii. “Disable Network sharing controls”

Expand the “Keyboard Policy” branch. Check mak fillowing options, leaving any existing settiragsthey
are

i. “Disable Print Screen Key”

ii. We only want the print screen key disabled in imé¢tExplorer, and further-more, we only want it
disable when in Internet Explorer, and on the Qfamhise Software website. We also want it disabled
in Notepad, when an Untitled document is open. malick the text “Configure Print Screen Key
Restrictions”

1. Change the radio button from the first item, tosbeond (“The Print Screen Key is restricted
for Windows with the following titles:”
2. Click the Capture button. You will be promptediwibe key sequence to capture the
information about the window.
3. Open Internet explorer, browsewsvw.crashcoursesoftware.cownce the page loads, press
the hot key noted in #2, above.
4. Next, click Start, then Run, then type Notepad.c®©Notepad loads, press the hot key again.
5. Both entries are now in the Print Screen Key Camfitjon list. Click the End button, then
click OK.
Expand the “Password Policy” branch. Check maekftiiowing options, leaving any existing settiragsthey
are

i. “Disable Changing Lock Password”

ii. “Disable Password Control Panel”

iii. “Disable Change Password Tab in Password Contm¢IPa

m. Expand the “Printer Policy” branch. Check mark fibiélowing options, leaving any existing settingsthey are

i. “Disable Printer sharing controls”
ii. “Disable Add New Printer”
iii. “Disable Remove Printer”



Expand the “Logging Policy” branch. Check mark thidowing options, leaving any existing settingsthey
are
i. “Enable URL Audit Logging”
Expand the “Internet Policy” branch. Check mark thllowing options, leaving any existing settiragsthey
are
i. “Disable changing the Home and Search page infatdExplorer”
ii. “Disable file download in Internet Explorer”
Our Customer Service department only operates Bfsteday, so no time restrictions need to be ad&etect
the Times tab, and uncheck “Enable Login time retstns based on the schedule above”
Select the File System tab, then add the followieg items:
i. Click Add, then click the Drives button. Check ik#ne Floppy, then check mark “No Access”
ii. Click Add, then click the Drives button. Check ik#ne CD-ROM, then check mark “No Access”
iii. Click Add, then click the Drives button. Check i#ne Removable, then check mark “No Access”
iv. Click Add, then click the Drives button. Check kéne System Disk, then check mark “Read Only”
v. Click Add, then click the Drives button. Check i#ne Hard Disks, then check mark “Read Only”
vi. Inthe File and Folder Security list, select th&ies for <RUNDIR>\*.* (RO) and <WINDOWS>\* *
(RO) and press the Remove button. These enteedundant, as the System Disk entry above will
automatically restrict both these entries.
Select the Programs tab.
i. Right click and select “Add Common”, then “ContRénels”, then “Add All”
ii. Right click and select “Add Common”, then “OtheoBrams”, then “Shell Settings”
iii. Right click and select “Add Common”, then “OtheBrams”, then “System Tools”
The _CUSTOMER_SUPPORT security group is now coméigu Select the group name (if it is not already),
select the “Options” menu, then “Groups”, then “Bxysecurity settings from this group”
If the Save As dialog is not already pointing tdRTiblic\TheLock\Settings, browse there, then ctiek Save
button. The file name will default to the groupmea With this group’s settings saved, we will Ibéeao re-
use them when configuring the other Security Zones.

40) We will now configure Group security for the _ DEVBPMENT group.

a.

~eooocT

Since we have already configured security for DEVELOPMENT group, it is already set. Otherwise w
would simply use our saved DEVELPOPMENT groupisg$t by following this procedure:

Highlight the DEVELOPMENT group

Select the Options menu, then Groups, then “Impectrity settings for this group”

In the Open dialog, browse to the C:\Public\Thel\8ektings folder

Select _DEVELOPMENT tlg, then click Open.

The _DEVELOPMENT group is now configured.

41) We WI|| now conflgure Group security for the _ MANABIENT group

a.

b.
c.
d

Our _MANAGEMENT group has default “Corporate redinns” settings.
Right click _MANAGEMENT, select “Set Default Grougecurity”
Check the “This group has Corporate restrictioratian, then click OK
There are just a few extra security items we wéllsetting
i. Select the Policy tab, then expand “Explorer Péltmanch, and check the option “Disable Control
Panel”
ii. Expand the “System Policy” branch, and check th#&ap'Disable Date/Time changes”
iii. Selectthe “File System” tab, and on the “File &atter Security” sub-tab
1. Click Add, then click the Drives button. Check t#ine Removable, then check mark “No
Access”
The _MANAGEMENT security group is now configureBelect the group name (if it is not already), Seilee
“Options” menu, then “Groups”, then “Export secysettings from this group”
If the Save As dialog is not already pointing tdRTiblic\TheLock\Settings, browse there, then ctiek Save
button. The file name will default to the groupmea With this group’s settings saved, we will Ipéedo re-
use them when configuring the other Security Zones.



42) We will now configure Group security for the _NETVR®&ING group
a. This group will have the same security settingthas DEVELOPMENT group, with the exception of not
being able to access the C:\Dev folder on any systeey are logged into.
Highlight NETWORKING group
Select the Options menu, then Groups, then “Impectrity settings for this group”
Select DEVELOPMENT.tlg, then click Open.
We will now add the restriction for the Developméaitier.
i. Add the C:\Dev folder as restricted by selecting Rile System tab

ii. On the File and Folder Security sub-tab, clickAakel button.

iii. Add the entry for the folder name as C:\Dev

iv. Puta mark in the No Access check box

f.  The _ NETWORKING security group is now configureBelect the group name (if it is not already), cietlke
“Options” menu, then “Groups”, then “Export secysettings from this group”

g. Ifthe Save As dialog is not already pointing tdRTiblic\TheLock\Settings, browse there, then clfek Save
button. The file name will default to the groupmea With this group’s settings saved, we will Ibéeao re-
use them when configuring the other Security Zones.

43) We will now configure Group security for the PURBLIACCESS group

a. Highlightthe PUBLIC_ACCESS group, right click asélect “Set Default Group Security”

b. On the Group Utility dialog, select the option “Shgroup has Public restrictions”, then click OK.

c. Since we are going to be using this system to alhbyv access to the internet, we will make thedeihg
changes:

d. Select the Policy tab, expand the “Internet Polisséinch

i. Uncheck the option “Disable Internet Explorer”
ii. Uncheck the option “Disable Internet Access”
e. Expand the “Logging Policy” branch
i. Check mark the item “Enable URL Audit Logging”
f.  Expand the “Violation Policy” branch
i. Check mark the item “Enable security violation agutdockout”
g. Select the Programs tab, then the “Secure Programalyer” sub-tab.
h. Click Add, then enter the following:
i. Program Name: Internet Explorer
ii. Program executable name: C:\Program Files\IntdErptorer\iexplore.exe
iii. Click the OK button.
iv. Press the Configure button to set the preferreglalissettings for the Secure Program Manager. For
this configuration, my window will show as:

®aooT

i. The _ PUBLIC_ACCESS security group is now configur&elect the group name (if it is not alreadg)est
the “Options” menu, then “Groups”, then “Export sety settings from this group”

j. Ifthe Save As dialog is not already pointing taRTiblic\TheLock\Settings, browse there, then ctiek Save
button. The file name will default to the groupmea With this group’s settings saved, we will Ipéedo re-
use them when configuring the other Security Zones.

44) We will now configure Group security for the _QAogp.
b. Since we have already configured security for ti@A group, it is already set. Otherwise, we wasildply
use our saved _ QA group settings by following thigcedure:
Highlight the _ QA group
Select the Options menu, then Groups, then “Imgectrity settings for this group”
In the Open dialog, browse to the C:\Public\Thel\8ektings folder
Select _ QA.tlg, then click Open.
The _ QA group is how configured.

@~oao



40) Zone 31 is now configured. Select the File mehentExit

41) You may be prompted to query users from an AD sesadect No.

42) You will be prompted that “Settings have been cle@hgave new settings?”, select Yes.

43) You will be prompted to “Add the updated settingshie Zone 31 cloned image?”, select Yes.

44) Security Zone 31 is now configured and added td'$h\S Security Zone and Cloned Image Manager”



Creating Zone 32 for all Windows 98 systems logginigto the CCTR5 NDS tree and the TEST domain.

Zone notes This configuration is exactly the same confidgiorathat is used by Zone 30, with the additiontaf security group
_TRAINING. The password authentication, and Netw@roup Synchronization are both set to a Netv&eever.

1) On the SMS Security Zone and Cloned Image Managézct Zone 30

2) From the menu, select SMS then “Duplicate seleStd& Security Zone”

3) Type a new security zone called 32, click OK.

4) On the SMS Security Zone Configuration dialog, set:

5) The local image path to: C:\Public\TheLock\Imagesi&@32\

6) Setthe UNC path taVPCWS2003\Public\TheLock\images\Zone32\

7) Set the Description to “Windows 98 Systems withviee on the TEST domain”

8) Click OK

9) A dialog will appear asking to configure settings the new security zone. Click Yes

10) Click the System Configuration tab

11) Expand the Passwords branch

12) Enable the option “Use Netware password”

13) You may be prompted that the Netware client wadaud on the machine. This message is OK.

14) Expand the Settings branch

15) Expand the Network Branch

16) Select the “Enable Network Group Synchronizatioptian

17) Change the “Users in this group are read from themlist on” drop down to “a Netware Server”

18) Next, Expand the Manage branch

19) Select Enable Security manager

20) Ensure the Zone entry is set to 32

21) Click the User Configuration tab, at the top of @enfiguration Utility

22) This configuration we imported is from the stand@fthdows 98/ME configuration (Zone 30), but we valso need to
add a security setting for the _ TRAINING grouptlaesy are the users who will be access these systems

23) Select the “System: VPCWS2003” entry (the firstrgim the user list), right click and select Newo@Gp.

a) Inthe Group Utility dialog, set the group name TRAINING

b) Check mark the option “This group has Classroortricti®ns”

¢) Uncheck the option “Add as Windows Server 2003 gron this computer”

d) Click OK

e) The _ TRAINING security group is now configuredelé&ct the group name (if it is not already), sethet
“Options” menu, then “Groups”, then “Export secyrsettings from this group”

f) If the Save As dialog is not already pointing tdRTiblic\TheLock\Settings, browse there, then ctiek Save
button. The file name will default to the groupmea With this group’s settings saved, we will Iéeao re-
use them when configuring the other Security Zones.

24) Zone 32 is now configured. Select the File mehentExit

25) You may be prompted to query users from an AD sesadect No.

26) You will be prompted that “Settings have been cleahgave new settings?”, select Yes.

27) You will be prompted to “Add the updated settinggdhte Zone 32 cloned image?”, select Yes.

28) Security Zone 32 is now configured and added td'$MS Security Zone and Cloned Image Manager”




Creating Zone 33 for all Windows 2000/XP systemsdming into the CCTR5 NDS tree and the TEST domain.

Zone notes This configuration is exactly the same confidgiorathat is used by Zone 32, with the user auibatur set to a
Netware server. Novell has Windows Vista drivéng, functionality is not supported under this cgofiation by CrashCourse
Software.

1) On the SMS Security Zone and Cloned Image Managézct Zone 31

2) From the menu, select SMS then “Duplicate seleStd& Security Zone”

3) Type a new security zone called 33, click OK.

4) On the SMS Security Zone Configuration dialog, set:

5) The local image path to: C:\Public\TheLock\Imagesi&33\

6) Setthe UNC path taVPCWS2003\Public\TheLock\images\Zone33\

7) Set the Description to “Windows 2000 Systems W#tware on the TEST domain”

8) Click OK

9) A dialog will appear asking to configure settings the new security zone. Click Yes

10) Click the System Configuration tab

11) Expand the Passwords branch

12) Enable the option “Use Netware password”

13) You may be prompted that the Netware client wadaud on the machine. This message is OK.
14) Expand the Settings branch

15) Expand the Network Branch

16) Select the “Enable Network Group Synchronizatioptian

17) Change the “Users in this group are read from themlist on” drop down to “a Netware Server”
18) Next, Expand the Logging branch

19) Ensure there are no Check marks for the optiorduitte Security Event Log entries” and “Local aymbticy”
20) Next, Expand the Manage branch

21) Select Enable Security manager

22) Ensure the Zone entry is set to 33

23) Zone 33 is now configured. Select the File mehentExit

24) You may be prompted to query users from an AD sesadect No.

25) You will be prompted that “Settings have been cleahgave new settings?”, select Yes.

26) You will be prompted to “Add the updated settinggshte Zone 33 cloned image?”, select Yes.

27) Security Zone 33 is now configured and added td8MS Security Zone and Cloned Image Manager”




Creating Zone 34 for all Windows 98 systems logginig locally, but with networking enabled.

Zone notes This configuration is exactly the same confidgiorathat is used by Zone 30, with a few exceptioRgst, this zone
does not log into any network server, so the passwaoathenticator will be reset, and the networkugreynchronization will be
unchecked. Since there is not network to retrigsars, this configuration will also require thatissbe added to each group that
is configured.

1) On the SMS Security Zone and Cloned Image Managézct Zone 30

2) From the menu, select SMS then “Duplicate seleStd& Security Zone”

3) Type a new security zone called 34, click OK.

4) On the SMS Security Zone Configuration dialog, set:

5) The local image path to: C:\Public\TheLock\Imagesi&@34\

6) Setthe UNC path taVPCWS2003\Public\TheLock\images\Zone34\

7) Set the Description to “Windows 98 Systems Locatess”

8) Click OK

9) A dialog will appear asking to configure settings the new security zone. Click Yes
10) Click the System Configuration tab

11) Expand the Passwords branch

12) Enable the option “Use Local Windows password”

13) Expand the Settings branch

14) Expand the Network Branch

15) Select the “Enable settings update on startup’dopti

16) Select the “Enable Network Group Synchronizatioptian, and un-check it.

17) Expand the Manage branch

18) Select “Enable Security Manager”

19) Ensure the Zone is set to 34

20) We will now configure users for this Zone. ClidletUser Configuration tab.

21) Select the File menu, then “Uses and Groups” tiatWork Server”

22) In the Lock User and Group Utility, set the serigequery, then press the Query button.
23) Right click on the computer name at the top oflistetree, and select Uncheck all.

24) Place a check mark nextto DEVELOPMENT and _QAnthress Import.

25) The users for the groups in this Zone have now leeed.

28) Zone 34 is now configured. Select the File mehentExit

29) You will be prompted that “Settings have been cleghgave new settings?”, select Yes.

30) You will be prompted to “Add the updated settingshte Zone 34 cloned image?”, select Yes.

31) Security Zone 34 is now configured and added to'$hS Security Zone and Cloned Image Manager”



Creating Zone 35 for all Windows 2000/XP/Vista sysims logging in locally instead of into a domain.

Zone notes This configuration is exactly the same confidianathat is used by Zone 31, but with no Windowsiain features
enabled.

1) On the SMS Security Zone and Cloned Image Managézct Zone 31

2) From the menu, select SMS then “Duplicate seleStd& Security Zone”

3) Type a new security zone called 35, click OK.

4) On the SMS Security Zone Configuration dialog, set:

5) The local image path to: C:\Public\TheLock\Imagesi&@35\

6) Setthe UNC path to \WPCWS2003\Public\TheLock\legg@one35\

7) Set the Description to “Windows 2000/XP/Vista SysselLocal Access”

8) Click OK

9) A dialog will appear asking to configure settings the new security zone. Click Yes
10) Click the System Configuration tab

11) Expand the Passwords branch

12) Enable the option “Use Local Windows password”

13) Expand the Settings branch

14) Expand the System branch

15) Check the option Automatically create and modifgreson Windows

16) Expand the Network Branch

17) Select the “Enable settings update on startup’dopti

18) Select the “Enable Network Group Synchronizatioptien, and check it.

19) Set the Setting specific option to “The Local Cortept

20) Expand the Manage branch

21) Select “Enable Security Manager”

22) Ensure the Zone is set to 35

23) Zone 35 is now configured. Select the File mehentExit

24) You will be prompted that “Settings have been cleahgave new settings?”, select Yes.
25) You will be prompted to “Add the updated settingghte Zone 35 cloned image?”, select Yes.
26) Security Zone 35 is now configured and added td'$h\S Security Zone and Cloned Image Manager”



Creating Zone 36 for all Windows XP Home/Vista Homdremium systems logging in locally.

Zone notes This configuration is exactly the same confidgionathat is used by Zone 35, except that this Zwaeno Windows
Login Integration, so that the workstations may tieWindows Welcome Screen and Fast User Swigchin

1) On the SMS Security Zone and Cloned Image Managézct Zone 35

2) From the menu, select SMS then “Duplicate seleStd& Security Zone”

3) Type a new security zone called 36, click OK.

4) On the SMS Security Zone Configuration dialog, set:

5) The local image path to: C:\Public\TheLock\Imagesi&@36\

6) Setthe UNC path to \WPCWS2003\Public\TheLock\legg@one36\

7) Set the Description to “Windows XP Home/Vista HoRtemium Systems Local Access”

8) Click OK

9) A dialog will appear asking to configure settings the new security zone. Click Yes

10) Click the System Configuration tab

11) Expand the “System Startup Options” branch.

12) Uncheck the option “Enable Windows Login Integratio

13) Expand the Settings branch

14) Expand the Manage branch

15) Select “Enable Security Manager”

16) Ensure the Zone is set to 36

17) Zone 36 is now configured. Select the File mehentExit

18) You will be prompted that “Settings have been cle@hgave new settings?”, select Yes.

19) You will be prompted to “Add the updated settingshie Zone 36 cloned image?”, select Yes.
20) Security Zone 36 is now configured and added td8\S Security Zone and Cloned Image Manager”

All security Zones are now created.



Section 6: Configuring the SMS to use the new LocRecurity Zones.

The following procedure will outline the processtgister each of the newly created Zones with Odwk Security Manager
Server. This step is needed for the client systentgeract with the SMS server.

1) The SMS Security Zone and Cloned Image Managerléhmw look like this:

2) Highlight Zone 01, then from the main menu selédSsand “Edit selected SMS Security Zone”. SetUWiNC path to
the folder for Zone 1. In our enterprise, thishpiat
\WPCWS2003\Public\TheLock\Images\Zone01. The texhe edit dialog will appear as below:

3) Next, we will configure the Install Account. Thsa Windows account that has full administratghts on the system,
and is used to remote install The Lock on Windowskdsed systems where the logged on user may wetsudficient
rights to install programs. Press Select TookntitConfigure Clone Installation Account (used ifstallation with
Domain Login Script)”



4) On the Remote Install Account Information dialoligkcthe “Click here to download Sanur from Crash@&e
Software” text. This will download the Sanur pragr, which is a utility used by the SMS to remoteltall The Lock
on Windows NT based systems. Once the file is doaded, you will need to unzip it to the SMS inlstébn folder.
By default, this is C:\Program Files\CrashCoursek2ksm. Note: Sanur is no longer needed by The Lock.

5) With the Sanur utility downloaded, enter a Rematgall User Name, and password. The Domain nameldihave
defaulted in automatically. My remote install usame is “rinstall” and the password is “passre®steboth without
the quotes.

6) You will also need to make sure that the “rinstalftount is a member of the Domain Admins grougheriocal
system.

7) Click the OK button on the “Zone Configuration adbned Image Manager” to continue. A prompt wpbear that
asks “Would you like to update your SMS user pasde/avith the new passwords from any added zon&igk the
Yes button.

8) The final step is the creation of the Cloned ImageZones 30 to 36. Start by clicking the “Eddr® Information”
button.

9) Onthe “SMS Security Zone and Cloned Image Managel€éct the tools menu item, then “Create Clonetkdmages
for all SMS Security Zones.”



10) If prompted, enter the Master Administrator passiva@nce The Lock Cloned Image Utility opens, ybaudd see this:

11) Change the Default (Zone 1) cloned image path {Bublic\TheLock\Images\Zone01\

12) Press the Clone button.

13) Press OK when prompted that The Lock will be clotethe selected folder.

14) Once the cloned images are complete, click the Qioh, then the Close button.

15) On “The Lock Configuration Utility” select File, &m Exit.

16) On the “SMS Security Zone and Cloned Image Manageléct File, then Exit. Be sure to select Yeqgt‘Save
Settings” dialogs.



Section 7: Creating auto-installers for The Lock.

The following procedure will outline the steps usedreate the auto installers for Zone 1, and eA®30 - 36.

On the SMS system, in the “SMS Configuration Ufilitselect the Zones tab, if not already there.

Click Create Auto Installer.

Select the Zone you would like to export an Autstéfier for, and click OK. Our first export wilklfor Zone 1
Browse to the folder where the Auto Installer fileil be saved. On this system, | browse to
C:\Public\TheLock\Transfer, and create a new folddled “Zone01” , then click OK

Click Create Auto Installer.

Select Zone 30

Browse to the folder where the Auto Installer fileil be saved. On this system, | browse to
C:\Public\TheLock\Transfer, and create a new folddled “Zone30” , then click OK

Repeat the steps 5-7 above for Zones 31 — 36

Click the Close button on the SMS Configurationlitytivhen you are done. Be sure to select Yesigt‘8ave
Settings” dialogs.

10) The Security Manager Server is now configured faitiple client connections, in multiple securityrnzs.



Section 8: Modify Windows Logon script to install The Lock automatically upon remote logon.

The following logon script is taken directly fromyr?DC.

Note: CCGetOS.EXE is a free utility from CrashGmuBoftware that will automatically set the %usereto,
%computername% and %0S% on a Windows 9x/ME bassdmy The utility also returns an %errorcode% ihated to
determine the OS type the script is running onu Y@y download CCGetOS.zip here:
http://www.crashcoursesoftware.com/files/utilitygetos.zip

The login script also uses the Netware environmariable NWLANGUAGE to determine if the systemaggjing into a
Netware server. If this environment variable itedted, the script will install the proper versminrhe Lock.

Script “login.bat” from VPCWS2003 system.
@Echo Off

Echo Windows Server 2003 Logon Script
echo

echo Set Local Time
net time \WPCWS2003 /set /y
echo

echo Map Common Public Drive to Y:
net use y: /delete

net use y: \WPCWS2003\Public
echo.
echo

REM This block is used to get the OS type

if "%0S%"=="" goto OS_WIN9X

REM gets the OS type in Win_NT based systems
start /w y:\UtI\CCGetOS.exe

goto OS_CHECKING

:0S_WIN9X

REM gets the OS type in Win_9x based systems
start /w y:\UtINCCGetOS.exe

call c:\setos.bat

del c:\setos.bat

:0S_CHECKING

echo User : %username%

echo Computer: %computername%

echo OS : %0S%

if "%errorlevel%" == "0" goto WIN_98

if "%errorlevel%" == "1" goto WIN_98

if "%errorlevel%" == "2" goto WIN_98

if "%errorlevel%" == "3" goto WIN_98

if "%errorlevel%" == "4" goto WIN_98

if "%errorlevel%" == "5" goto WIN_ME

if "%errorlevel%" =="6" goto WIN_NT

if "%errorlevel%" =="7" goto WIN_NT

if "%errorlevel%" == "8" goto WIN_2K

if "%errorlevel%" == "9" goto WIN_2K

if "%errorlevel%" == "10" goto WIN_XP

if "%errorlevel%" == "11" goto WIN_XP

if "%errorlevel%" == "12" goto WIN_WS2003
if "%errorlevel%" == "13" goto WIN_VISTA



‘WIN_98

echo OS name : Windows 9x

set ZONE=ZONE32

if "NWLANGUAGE%"=="" set ZONE=ZONE30
goto INSTALL

‘WIN_ME

echo OS name : Windows ME

set ZONE=ZONE32

if "OONWLANGUAGE%"=="" set ZONE=ZONE30
goto INSTALL

'WIN_NT

echo OS name : Windows NT

set ZONE=ZONE33

if "NWLANGUAGE%"=="" set ZONE=ZONE31
goto INSTALL

‘WIN_2K

echo OS name : Windows 2000

set ZONE=ZONE33

if "ObNWLANGUAGE%"=="" set ZONE=ZONE31
goto INSTALL

‘WIN_XP

echo OS name : Windows XP
set ZONE=ZONE31

goto INSTALL

‘WIN_WS2003
echo OS name : Windows Server 2003
goto END

REM  Notes for Vista

REM If User Access Control is enabled, and Thelklismot yet installed on
REM the client system, the user will be prompteth\a Cancel or Allow dialog
REM  before NetLock.EXE will be allowed to compldtginitial installation
'WIN_VISTA

echo OS name : Windows Vista

set ZONE=ZONE31

goto INSTALL

:(INSTALL

if "%ZONE%"=="" goto ZONEERROR

Echo.

Echo Updating, please wait
y:\TheLock\Images\%ZONE%\netlock.exe SCRIPT
Echo Initial update Complete

goto END

:ZONEERROR
echo zone could not be determined

:END
echo

echo.



As users log into their workstations, their logamigts will run, and they will automatically havén@ Lock installed on their
machines. Due to the usage of the RINSTALL useoauwt, it may take more than one login into a Windo
NT/2000/XP/2003/Vista system before the initialt@istion is completed.

Once the initial installation is complete, the sseill be prompted that the system will restartpod restart, The Lock will be
completely installed and configured on their systaotording to the Security Zone they belong tartter Lock Program and
settings updates will be handled by The Lock, reélgas of the configuration in the users Login Scrip



On Windows Vista, If User Access Control is enablettd The Lock is not yet installed on the cligrgtem, the user will be
prompted with the following dialogs, or task bamnits:

Click the “tInet.exe is requesting” button, theldaling will appear:

Click Allow to start the installation. The follomy may appear:

Click Unblock to continue the installation, at #ed of the installation, restart the computer.



Section 9: Launch SMS Auto Installer on XP Home/Viea Home Premium, and any Windows systems
not logging into the TEST domain and being installé via NETLOCK.EXE in the logon script.

For Windows XP/2000/2003 based systems
1) Log into Windows as a user with Administrator right
2) Click the Start Button
3) Select the RUN command
4) Browse via UNC to TLNET.EXE in the Zone36 folder e PDC
\WPCWS2003\Public\TheLock\Transfer\Zone36\TLNetex
5) The Run line will look like this:

6) Press OK
7) The Lock is now being installed on the system.

For Windows 9x/ME based systems
1) Log into Windows.
2) Click the Start Button
3) Select the RUN command
4) Browse via UNC to TLNET.EXE in the Zone35 folder e PDC
\WPCWS2003\Public\TheLock\Transfer\Zone35\TLNetex
5) The Run line will look like this:

6) Press OK
7) The Lock is now being installed on the system.



For Windows Vista and later based systems

1)
2)
3)
4)

5)

Log into Windows as a user with Administrator right

Click the Start Button

Select the Search Edit Box

Type the UNC path to TLNET.EXE in the Zone36 folderthe PDC
\WPCWS2003\Public\TheLock\Transfer\Zone36\TLNetex

The Search Box will look like this:

6) Press Enter
7) Atthe Open File — Security Warning, click Run.



8) When prompted by UNC, select Allow

9) The Lock is now being installed on the system.th&tcompletion of the installation, a restart mayréquired.

The Lock is now completely installed, configured ath administrated in an enterprise environment.



